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In intolliscncoj security is the "sea around uo n * the atmosphere 
or habitat in which intelligence must live* Thus while security can 
be both burdensome and bothersome* it is also critically essential — 
so essential that one cannot assay the effectiveness of CIA without 
assaying its security system* 

•4 

And yet because security is enforced through restraints and 
controls* it hobbles the operation of an intelligence system, just 
as it safeguards the end results* As a result the exercise of 
security in intelligence is partly an exercise in bianco *1 How can 
the agency attain rrcdanusi effectiveness without relaxing its 
security restrictions? • And how can the agency achieve maximum 
security without handcuffing itself in excessive restraints? 


The dilemma is not easily resolved* Few agencies are more 
vulnerable than CIA to the damage that can bo done by deliberate or ' 
by careless disclosure* For not only could penetration of CIA 
reveal U* S. practices in intelligence but it might also enable the 
Soviet to repair its own security system while mapping a more effec- 
tive pattern of deception. 
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hhxie CCCUm vy XS •• ill pare Cii acnixuLstratXYe problem, it ic 
0* pxQL'lC'12 Oi pOOpj.O* i'Ol* Vnilo XUVC stxgatxons find guard 

* 'J'-' n* ; '. ij ^ pi o go oil /C‘ devices and document controls provxdo o nf c guard o 
c^GiiiSu cc curacy .Lapses, the oltxmaoo px’o"b2c;u in coeurity ie one or 
dxocreuxon i&iczg b.ic agency’s employees • Talkative employees are 
roily scarcely loss cancerous than disloyal ones* 11ms a lealqjroof 
security system is dependent upon tie lod^roof security habits of 
*AA.*-iiCy per^oUiOj.* rue these habxes must so inculcated and developed 
Crouch indoctrination and security training, And as is so frequently 
iS -0 Cvx-jw i?iun no oo good naeits, cecum ty mindednoss cos.es only with 


During tiie agency’s current busy period of personnel b uild -up., 
this task of security training has swollen in size* And tdiile there 
have been fear evidences of laaaosss- in security procedures, there have 
b‘-s.n e .'XwCiices ci atr„Axn kx than the ss curxty system# liovrever, once 
the agency is stabilised and the press to expand is eased, security 
practices uithin CIA nay be expected to surpass even their present 
high-quality standards * 
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sotting up cove s* and this onporicnco is already reflected in the 
use of sounder, more effective techniques* 


25X9A2 


But this does not moan the agency is not troubled by soft spots* 
Indeed the primary weakness in CIA 1 a security system results frea a 
condition that can be remedied only by Congress* hiihiu the motropoli- 
. tan area of tlashinstan el one, the agency currently occupies a to tel 
of > separate structures, or. increase of ^in the last fifteen 25X9A2 
months. This 'dispersal constitutes on acute security hasard enrich 
the Congress has already been briefed* Hie movement of persons, 
documents, equipment, and waste paper from braiding to building in 
this vulnerable complex exposes the agency to the daily danger of 
deliberate wenstratioa* 


One year ago CIA asked the Bureau cf the Budget to find it 
secure quarters under a single safe roof* h-hen the Bureau reported , 
that no satisfactory structure could be found, it supported the • 
agency in a request to Congress for now construction* But although 
tlie 82nd Congress authorised 830,000,000 for construction, the 
necessary appropriations legislation failed in "die House* A tentative 
site has been scjcctod( ln do wntown Y/ashingtccyfor a CIA headquarters 7 
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building and working drsrisgo have boon prepared by PEA# Just an 
soon as Congress reconvenes, CPA will rcsnbr.iit its recucst Tor Ponds 


Comprising os it do zi a. vico variety of activities, coae of 
vi'.icb arc exhnissible, many of idiich arc not, CIA exists as or* 
enigmatic agency both in official tfeshiagton and ia the minds of the 
public, bhile it can without fear of compromise adroit to its rolo 
as coordinator of the U« S* national intelligence, CIA must remain 
muscled or. its espionage activity and on its «cold war” t department 
of dirty tricks* Tot contrariwise die public ascribes to CIA the 

role of U* S* faster spy* in almost total ignorance of: its admieniblo 

. 

I 

coordinating functions* Consequently CIA is advertised ! almost 
exclusively aa the 0# 5. "secret service”. 


Thic identity has left CIA irith two alternative courses. Either 
it can ignore this popular tendency to dramatise it ns the U. S# 

"clod: and dagger" center* Or it can seek to counteract this tendency 
by diverting emphasis fresa the covert to the overt side- of its 
organisation* 


lie latter alternative vac the one favored in I'ccoasiondations 
of tho Dulles Report# Consequently in an effort -to dim the lurid aura 
that provokes interest in its secret activities, CIA has sought to 
project itself to the public as on ordinary agency of government 
engaged in coordination of the U* S* national intelligence system. 
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And although the original objective was a negative one- 5 the eg cncy 
fce.3 realised collateral benefits from this policy of diversion. for 
in admitting to its role in the intelligence eye tom, CIA has helped 
reassure the public that policy is compounded on intelligence assembled 
from all sources in an orderly pattern, 

<yd<jJ s' 

t^tudU .m£ <4 / 7 nevertheless there are those who still contend that overt 

U:'l .< / 

* I activities are inseparable iron acutely sensitive covert ones, that 

jU±t<U'*l/ I 

j\\C£ u&iu j information (Caterer tho intent) is potentially damaging to 

« ' .r. 

j CIA* This traditional attitude probably permeates the intelligence 

i-nj-wT -'VI-I I 

| community at large. It is apparent , therefore, that if jCIA is to 

: V A . ; 

i screen its covert activities by idee overt, departmental intelligence 
* \ agencies will have -bo be educated to tho desirability of the teehnioue, 

y 

Security is always a relative condition} it is never so good 
that it .Tight not bo better. Thus while CIA is neither apprehensive 
nor alarmed over the state of its security discipline, the agency is 

not satisfied that the security habits of ita employees cannot bo 

I 1 

vastly iaorovede 


. • ‘ 


**20a- 


?art 2, Section 7 
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Gro vih ani expansion from October 1950 to tha pro seat have 
created a major problem in tho administration of the Central 
Intelligence Agency security prog-raw. Asauviag the utmost in • 
thoroughness in .investigation of applicants, tho best invest!- 
f:ati’.‘© aid?, a perfection in guard cys tons, in protective devices, 
and in controls yra&l security is no better then the leadership 


exercised by supervisors and the personal security arsuaod by 


each individual enpioyeo*j Khcni an agency has been stabilised 
with only a mail turnover of personnel, and whoa it has had a 
chance to catch its breath, personal security is easier to achieve. 
In the period October 1550 to 51 December 1951, this has not- boon 
possible, sad though there has bean no evidence of any lexncss 
in administrative srransosente for security, there have bean 
evidence? of strain* 


During the period, sound security pol icy was not used In a 
nu&bcr of opera tional -proje cts snd certain error.? and ccTpro- 
stises resulted# Indoctrination cf employee? -upon their initial 
contact with tho Agency requires improvement, and Initial brief- 

i* v 

in» of light offi cial cover p gagonaal needs a general ti ghtenin g 
op, hov/eve r, no aajcr penetrations of the Agency have been dis- 
covered; --rather a number of possible) penetrations have been 
found in advance by counter-intelligence research* Tho Agency 
has not had one case of. an aliened subversive brought before , 
Congress, before the public by allegations in the press, cr 


reported by tho 131. 
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In Spit© of Apparent succors in its oajcr also ion, there 
arc a. xsriher or circumstances and policies which, as ox 
31 uceonb-r ip$t, still detract fret 'the general security of 
too Central intoxHjponco > 


25X9A2 


la tho Vashtngtoia. area tho Agency occupies 
an increase- oi^Hsincs October 1?0Q. this large naobsr of 


25X9A2 


buildings, joasy widely separated and all readily identified 
as belonging to the Central Intolll^cnco Agoscy, creates & 


definite security hazard. Sis transportation and courier 
systems necessary to aainlsltt each a widespread install tticn 
are not only costly bat also create nary risks in tho transit 
of documents, in tho colice -lion of classified waste paper, 
and in inter-o/fice visits by par sores 1. Efforts to correct 
this situation— »ado coaUmously' by requests to Ceagro.ss for 

l 

a single bttlldiwg— asast bo continued* 

The Central. Intelligence Agency cosfclsos in a single 
organization a wide variety of activities, easy of which have 
different standards of security* The fact that ease Agency 
activities exist, for exsspls, is a sutler of public record; 
tho knowledge of others is highly secret* The security of 
covert activities, therefore, risks being compromised by the 
lever standard© of security of t ha overt. Ary knowledge what- 


soever of the Central intelligence Agency is, in fact, a tool 
in -the hands of foreign intollxsencs analysts* Threugncut tho 
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ediolligcncc Apcncy luxe aaphaslccd its duties cs who coordi- 
nator or intcaiiccasBr softer than its secret operation in 
crier to cover the epooial activities entrusted to it* 
However 3 on oxrr cue h occasion the General security oT tlio 
Accr.cjj; of necessity, lores ^roind 5 and tlieret^y bocoac nssir 


W.O 


r f oroiyi intolli^onco apovrbe to ucc a 


Serious thiuidns nuct continue to be Giver, on a policy 
level ac to her? best to achieve tho security that tho Agency 
rrust have vis-a-vis the nation^ press s public opinion^ and 
ixS'yccxeecratic process based cn tho it’oedor. of iniorrationo ' . 
■nxere rust bo a determination of ’tho extent to which tho role 
of tho Control Intelllscxxcc Acoucy as tho centralised coordi- 
natcr of :hitc-llicev.cc shaild ho pulxLicoy advcrtisod~-corr,idcr-» 

\fZ\ . 

IX v-i.0-.li ;^-V vo^i wQ CutLuJ.UV'UUi. Ojw Wv> V— — 

tacos of using overt activities: to cover secret operabions* 

Stops should ho taken to improve the Agency »s security hy 
ctrex^tiioning organiaaticnal dinciplisxc— an ncccnpHsirjsnt u:vich 
is particularly difficult in a period of e: sponsion of phyoical 
facilitiosis of actiadtico^ end of personnel* 
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Tho present security posture oX* CIA, with ttie exception of a lied tod 
ft riuaiber of 'weak spots* which are pointed vp in the enclosed report* 
r favorably with that of .‘.abflt sensitive agencies of the Covonuaait* 

These weak; spots, the core irpartani of which are idgKlightod later in 
■ i’ki® g^eral joppraisel,' should rtiaadiedj tut* in addition*' the A gerioy 
|| /. should fcontiniue its efforts to achieve a preeminent security position in 
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and effect: 
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,|Mif ;/ di^otdons.dfi'ordod it by its Chief* and to, the carpful personnel y;olccg ion 
practices employed in staffing its various components. 

$ '''• C-eno rally spoatkinj*, the responsibilities and functions delegated to 

ff isS-Srs In keeping with good security practices, as are the policies «£d 
procedures* established end lar&eiasnted vathin lie. 

To -'.the 'extent that such could Vi ■ determined by liiiiiting this surwy 
yh|| strictly to f&S, the -general security policies and practices of CIA as 'a 
.i ' f whole — with the . exception of ; a,, few ivather ' serious deficiencies *» appear 1, 

\ to ba reasonably adequate* This general conclusion t*kee .'"Into account * 

^ -f t important practical factors which have: confronted the Aconoy in the past* 

'e - including Um estt-raordin ary* but necessarily* rapid growth of this Agency* 

% y 4 :,^ts highly diepereed physics! condition, its lack of an adequate inspoc- 

ond- th© ehartetortstie problems irhich arc nqrstally -■ 

V. encountered by the security -art of any ‘agency faced with p m«« ing 
§ '-!rt§i Op©rttionalven4^porsojmei requirements, insofar -as thebe. factsro are 
f :~p? overcome or r.ii4ird.zcd the eccurity of CIA will bo enhanced accordingly. 

s > f ^. r - . x - , yho vast majority of the reconsuondatiens contained in the enclos- 
fyjy^ report call for the . continuance' Of. tho present policies* practices and| 
lprbc©durtS ;tb:^ich/thqy are addressed, Such rocorr’cndatlonn aro not 

Lsal* since they do not necessitate any 
2 ten.. It is eaphaelted nonetheless 
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tJ>at Continued adherence -to 
Of tho Agency, 


c:,n is oseenti&l to tho over-all security : 


The major training rcco^irriatiocs*. wiiich, if adopted, would nccdsci- 
tato- changes in the present security syst^vof the Agency, aro lie tod 

hereinafter. 
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